Passwords

Most multiuser operating systems require that you correctly enter a password before you can access the data, information, and programs stored on a computer or network. With a password, you are required to enter a word or series of characters that matches an entry in an authorization file stored on the computer or a network server. If the entry matches, the operating system grants access to the computer or network. If it does not match, the operating system will deny your access to the computer. 

Selecting a Password

You often are asked to select your own password by choosing a word or series of characters that will be easy to learn by heart. If your password is too obvious, however, such as your initials or birthday, others can guess it easily. Longer passwords also provide greater security. Each character added to a password significantly increases the number of possible combinations and the length of time it might take for a person or a computer to guess the password.

When choosing a password, be guided by the following criteria:
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Make the password at least eight characters (if supported by the software).
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Mix initials and dates together.
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Include one or more numbers at the beginning, middle, or end of a word.
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Add letters to or subtract letters from an existing word.
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Choose words from other languages.
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Choose family names far back in your family tree.
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Choose names of obscure places in other countries.

Generally, the more creative you are when selecting a password, the more difficult it is for someone to figure out. Even long and creative passwords, however, do not provide complete protection against unauthorized access. Some additional precautions to take include:
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Do not post passwords near your computer.
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Use a password that is easy to remember so you do not have to write it down.
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Use a password that you can type quickly, without having to look at the keyboard.
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Do not share your passwords with other users.

Following these guidelines can help ensure that unauthorized individuals will not use your password to access data, programs, or sensitive information stored on your computer or network.
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